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Abstract 
The increase in the internet services provided by government brings 

the risks of cyber attacks. Today, the cyber attacks to the web sites of the 
government institutions have increased rapidly. In this study, 848 cyber 
attack records in Zone-H web site have been examined to evaluate the 
cyber attacks (integrity violations) to Turkish government web sites with 
".gov.tr" extensions. The attacks, which were performed, have been 
analyzed through five different perspectives as attack information by 
months, information of homepage attacks, information about past attacks, 
information about servers and information about attackers. According to 
fake names, messages, and sharing of pictures and videos in Zone-H 
records, it has been made clear that the cyber attacks have been 
performed by 131 different hackers or hacker groups from 25 different 
countries. In addition to this, it has also been seen that 70% of attacks are 
of Turkey origin and 35% of web sites, which were attacked, had been 
attacked previously. 

Keywords: Integrity Violation, Hacker, Cyber Attacks, Zone-H. 
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Summary 
Information security protects information from unauthorized access, 

use, modification, or destruction. As a result of improvements in 
information technologies (IT) and dependency on IT systems, cyber attacks 
to IT systems have increased. Thus cyber security concept has become an 
important issue for all governments. Therefore, the aim of information 

 
In this study, cyber security is handled with the perspective of 

cyber attacks to websites. As the starting point, information security is 
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-attack records which 
have been obtained from Zone-H (www.zone-h.org). The last part of 
the study is the conclusion of this examination. 

The aim of cyber security is to protect IT systems and ensure 
information security. Cyber security has three crucial components as 
availability, integrity, and confidentiality. These components are 
important to ensure cyber security and all of them must be protected for 
violations. This concept is also valid and has an important role for the 
security of websites. Today, governments present a great number of public 
services via internet. The increase of services also brings with the risk of 
cyber attacks to websites. In this study, cyber attacks to websites are 

which is also known as web defacement, is a cyber attack to websites by 
changing the interface to face page, especially to black page. 

Hacker is someone who searches and investigates the weaknesses 
of the IT systems, uses the exploits and accesses the systems as 
unauthorised user. Hack culture is a belief and consideration of hackers. In 
this study, hack culture is discussed in the subheadings 

terms. Their motivations and IT knowledge are not the same. Crackers use 
package software and access IT systems without much information. Also, 
their aims and motivation are usually to have fun, to prove themselves, 
and to gain money or reputation. On the other hand, hackers are well 
informed about computer technologies, network systems, programming 
languages, and social engineering. Most hackers attack a system with 
ideological, cultural, or political purposes. In hack culture, privacy is 
very important, because materialized action is not legal. For example, a 
study which was made in 2009 in Turkey about hackers showed that 
%65.1 of hackers knows that their actions are illegal. Moreover, 
announcing the cyber attack is another important concept in hack 
culture. Most hackers want to be recognized with nick or group names. 
For this reason, they save their records and publish them via websites, 
social media, and other platforms. The motivation in hack culture is 
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differed with hacker profile such as cyber terrorists, cyber warriors, 
hacktivists, malware writers, crackers, etc. Their motivation is categorized 
in three groups as political, economic and socio-cultural. The aim of this 
study is to give information about hack, hacker and hack culture as 
well as to analyse the cyber attacks to websites. Due to the fact that 
there is no official published data, the data in this study has been 
obtained from an open source. Zone-H is a public website on which 
attackers have saved their defacements since 2002. Their data is 
accessible with some little limitation. 

In this study, the zone-h records have been filtered with 

The total score is 8.998 from 2002 to the end of 2015. Due to the fact 
that a massive amount of data was listed, a re-filtering of the source 
with the dates between 01.01.2015 and 31.12.2015 has been performed 
and 848 records have been gathered. This study only focuses on 

d. The data has been 
analysed through five different perspectives as attack information by 
monthly, homepage defacement, attacks history, information about 
servers, and information about attackers. 

After having analysed the 848 records, it has been seen that 
204 

serving with the same IP (same server). The single IP records are 
nearly same for all months with approximately 18 attacks per month. 
The number of attacks in July and August decreases relatively but it is 
not possible to make a decision. 

Homepage defacements are more prestigious in hack culture. 
Mostly, subdomain attacks are not praiseworthy for people, so hackers 
want to attack the homepage. It is seen that 255 of 848 records belong 
to homepage defacements. Therefore, it can be said for most of the 
websites that attackers could not find any vulnerabilities and 
weaknesses in home directory. 
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After having analysed the 848 records, it is seen that 297 web 
sites which were attacked had also been attacked previously. It is also 
shown that almost all attackers who have attacked the same websites are 
different users. Thus, it can be said that attackers were not interested in   
re-attacking the websites which they had attacked previously. 107 of the 
records in November 2015 also show that 50 websites were attacked 
twice, six websites were attacked three times, two websites were 
attacked four times and one website was attacked five times in total. In 
addition to this, 12 attacks were materialized within three months. 
Therefore, it can be said that website admins do not review the cyber 
security preventions sufficiently after the defacements. 

The study shows that all of the government websites are not 
located within Turkey. When the 848 website server locations are 
analysed, it is seen that there are eight different countries,, where 
website servers are located in. 774 websites are located within Turkey, 
others are located in Cyprus (30), the USA (18), Germany (16), the 
Netherlands (four), France (two), the UK (two), Canada (one) and 
Lithuania (one). When the server operating systems (OS) are analysed, 
it is seen that 495 servers have Windows OS, 342 serves have Linux 
OS and 11 servers have unknown operating systems. 

According to fake names, messages, and the sharing of pictures 
and videos in Zone-H records, it has been made clear that the cyber 
attacks have been performed by 131 different hackers or hacker groups 
in 25 different countries. Additionally, this study shows that 70% of 
the origins of cyber attacks are based in Turkey and 35% of websites 
had been attacked previously. 
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